Lloyds TSB
Recent email scams

We want to make sure you can recognise a fraudulent email if you
receive one. When we email you, we’ll always greet you personally (by
title and surname). Plus, to make it harder for fraudsters to imitate our
emails, we’ll always quote the last 4 digits of your current account
number at the top of every email.

Here are examples of current email scams.

Example 1:

You first ¥8 Lloyds TSB

Welcome to Internet banking

Security Notice
Dear Lloyds TSB Account Holder,

During our regularly scheduled account maintenance and verification
procedures, we were unable to verify youf account information.
This might be due to either one of the following reasons

1. A recent change in your personal information fie' change of address).
2. Submitting invalid information during the initial enrollment process.

3. An_inability to"accurately werify your account information due to an
intérnal error within our processors.

We demand that you'take 5 minutes out of your online experience and
renew your records to avoid running into any future problems with the
online service. However, failure to update your records will result in your
account suspension. Once you have updated your account records your
internet hanking service will not be interrupted and will continue as normal.

Thank you for your patience.
Sincerely, Lloyds TSBICustomer Service




Example 2:

You first ¥& Lloyds TSB

Dear Valued Customer,

- Dy new security system will help yvouto avel

fe.

te your account

atls for notification purposes only. To contact us,
please log into your account and send a Bank Mail.

Example 3:

You first ¥ Lloyds TSB online

Dear Customers,

Llayds TSE Online Bank always look forward for the high se
clients. Some customers have been receiving an email
Lloyds TSEB adwising them to follow a link to what a
weh site, where they are prompted to enter their pe
details. Lloyds TSB is in no way invalved with this e ite does
not belong to us.

Lloyds TSE is proud to announce
updated aur new S50 servers to
online banking servic

cure system. We
er, fast and secure

A. J. Blair
Cinitne Security Admin
Lioyds TSE Online Sanl




Example 4:

You first ¥& Lloyds TSB online

Dear Customer,

YWe are sorry to inform you that your account with Lloyds TSE Bank PLC has
been temporarily suspended. Howewver, you are still authorized to log into you
account, receive transfers but you will be unable to make any transfer or pay
any bill from your account. aAll pending transactions from you account have also
been suspended.

Why vour account was suspended:

and from wyour account . These activities were made via
blacklisted IP address. The current location of the IP add
owner is from the United States of America.
indications that the owner may be using a Proxy IP.

1- Transfer a substantial amount
with the aAccount Mumber: 201335
i Denied 3.

B Bank user ,
g Wilfred.

2- Change vounr nt ps =r impartant information, { Denied .

were not privy to these suspicious activities, to get your account
indly read this .

How To activate your account:

Lloyds TSB Bank has added a new security feature to your
login infarmation. [t is called Unique ID. In addition to your
current login details you will be required to provide this
Unique ID before you can access your online account.
This Unigue ID will be renewed every time you login to you
online account. This further secures you account from
unauthorized access,

To get you account activated, wou are required to LOGIN to you account from
a computer you normally use, After yvou successfully LOGIN, wou will be issued

your Unique ID.

|j:_'::| Continue

MNOTE:
Faor security reasons, we may have to permanently suspend your account if it is
not activated within a week,

Andrew. T. Kite
Lloyds TSE Bank PLC

Please do not reply to this e-mail. Mail sent ta this address cannot be answerad.
Far assistance, log in to your Lloyds TSE Bank PLC account and choosze the "Help" link an any page.

Llayds TSE Email I # 498




Example 5:

You first ¥ Lloyds TSB online

ONLINE BANKING SECURITY UPDATE

Default IP Address Authentication:

Dear Yalued Customer,

In ling with latest security concerns, we have modified our Intemet Protocol
address (IF address) Folicy. Internet Protocol address {IP address for short) is
a unigue string of numbers that identifies your computer on the Internet. These
numbers are normally shown in groups separated by periods. Example:
21623951100 is Google's IP address. An IP address is assigned by an
Internet Service Provider (ISF) and there can only be one per intermet user.

Due to the modification of our P address Policy, Lloyds TSE Eg
to authenticate your default 1P address. After successf
default IP address will be assigned to your account. Thi

How does this work?

nal tnformation
r someons else
address. With this
ou a safe online banking
default IF authentication.

With wour account's default 1P
about you and your account will
tries to access your agline banki

n'. The scam advises you that your account and Intermnet banking
5 heen suspended due to a number of suspicious activities,
Specifically these relate to an attempted Internet transfer and an attempted
change of your Intemet banking password. The scam then asks you to
reactivate your account and Intermet banking access by logging on with your
current Internet banking log on information.

This is nat a genuine email. Please do not respond. Fraudsters are seeking to
capture your information to then log on to your bank accounts fraudulently. Yye
have updated our "example scams' section with a copy of this scam, this can be
found within the Security pages.

Lynne R Robertson
Lloyds TSE Bank plc.

IMPORTANT

s To proceed with your default IP address authentication, you must be logged onto the
Internet from & private connection or a from where you usually login to you online
banking account.

o Accounts without a default IP address will be suspended for security reasons. We do
this to prevent unautharized access into such accounts. Please click here to
authenticate your default IP address.

Fleaze do not reply to this &-mail. dail zent to thiz address cannot be anamerad.
For aszistance, lag in to wour Lloyds TSB Bank PLC account and chooze the "Healp" link on any page.
@ Lloyds TSE Bank PLC 2008, All Rights Rezenned,




Example 6:

You first ¥8 Lloyds TSB

Dear valued Lloyds TSB Bank plc and Lloyds TSB Scotland plc member:

Due to concerns, for the safety and integrity of the Lloyds TSB Bank plc and Liayds TSE Seatland plc
account we have issued this warning message.

It has come to our attention that your Lloyds TSB Bank plc and'Llayds TSBSecotland plc accaunt information needs to be
updated as part of our continuing commitment to protect your account and to

reduce the instance of fraud on our website. If you gouldyplease take.5-10 minutes

out of your online experience and update your personal recards yvou will not run into

any future problems with the anline serviges

Once you have updated your account records your Liayds TSE Bankplc and Lloyds TSE Scotland plc account
service will not be interrupted and willicontinue as normal.

To update your Lloyds TSB Bankyplc andiLloyds TSB Scotland plc records click on the following link:
https:/fonline. lloydstsh Sotuk e tometibic

Thank ¥ou.

Accounts Management As outlined in our User Agreement, Lloyds TSE Bank plc and Lloyds TSB Scotland plc will
periodically send you infarmation about site changes and enhancements,

Wisit our Privacy Policy and User Agreement if you have any questions,
http o/ www lloydstsh, cormyfsite help, htrm

Example 7:

You first ¥ Lloyds TSB

Your Online Barking is Blocked

Because of unusual number of invalid loginwatternpis, on vou accotnt, we had to
believe that, their might beg@me seclrity prokelem onmel account,
S0 we have decided 8 put an'gstra verificgtion process 1o ensure vour identity and
vour account segurity
Please clidk on continug o te werification process and ensure vour account security,
[t is all aboutyour security
Thank, you,

Contirue To Online Banking




Example 8:

You first ¥& Lloyds TSB online

personal & business account

Security Alert
Dear Customer

We're committed to protecting vou when vou bank with us. Our industry-standard levels
of security ensure that vou can always access your Lloyds TSE accounts online with

confidence.

To ensure you are always protected, we are introducing a new grogramime of security
mitiatives called BankZecure. Due to some techmcal reasons, seme informations can not
be verified by our new banking programime, so we are fBguesting eur custotaers to verifiy
their account activities, Please note that the new BankSecure programme 48 highly
sensitive, so make sure you enter the correct nfottmation otherwise you may have a
probletn accessing vour account for secunty reasons, Pleasze aceess the hnk below to
werily your account.

hitps:fonline lloydstsh could/customerlaom b

With this BankeSecusg programeme vou'll gee a number of mitiatives that we've put in place
to make sure voustay secupe anditehelp gou protect vour Internet banking nformation,

*Imporfant Noticg™

If wou received any other emails that appears to be from Llowds TSE asking wou to
prowide your Intertiet banlung or telephone banking log on detadls, please do not provide
any information because such emails are fraudulent. Please forward it to us for investigation
at etnalscams@lleydstsb. co.uk and then delete it from your inbox. Thiz mformation will be
used to help reduce online fraud.

IFyou think that a fraudster has your Internet banking details, or that someone other than
wou has accessed your account online, call us wnmediately on 0845 2000 116 (44 20
49 94737 from owverseas).

We're here to help vou stay safe while banking online.

Fegard
Liovds TinlB Online Services.




Example 9:

You first ¥ Lloyds TSB online

Dear Customer,

Access Attempts Into Your Online Banking Account

In the past few days, our security systems have detected several fraudulent access attempts
inta wour online banking account from several blacklisted and unknown IP Addresses. All
these access attempts have been unsuccessful.

Below is a list of all access attermpts into your online banking account and their likely
countries of arigin:

Likely Country Of

Date IP Address Origin Number of Attempts
March 09 2006 |216.76.90.43 UK 5

March 12,2006  |[216.89.242.90 UK 3

March 13,2006  |56.95.213.69 India 3

March 14 2006 |B0.34.57 95 Egypt 4 0

March 17 2006 [31.67.123.80 Nigeria B
March 16,2006 |216.67.90.51 UK A -
March 22 2006|217 557 .89.50 Egypt e N
March 222006 |51.199.214.64 Nigeria 2

IP Address Confirmation Requlifed:

As a result of this unusual@ccess, attempts intayou online banking account, Lloyds TSE Bank
PLC reguires you to_g@nfirm your IF Address. PeriodicIP Address confirmation enables us to
further protect yourianline banking account from unauthorized access. Please click here to
proceed with your IP Address Verification.

IMP ORTBANT:

If you dovnot, confirm your corrent 1P address until April 7, 2006, your account will be
SUSPEMDED far security reasons and we will send you a new Access Code by post which
vou will need toweactivate your online banking service access. You will receive this within
seven days if your current IP address is not confirmed. Please click here to confirm or
change your current IP address

Brown T. Williams
Online Security Advisor,
Lloyds TSE Bank PLC.

SAFE OMLINE BANKING TIPS:

It is impartant for you to take steps to protect yourself online.

s Protect your password and security details {treat them like you do your bank card PIN
number and NEVER disclose them to anyaone).

e Keep your operating system and browser up-to-date. Newer versions have higher levels
of internal security.

e Keep your anti-virus and firewall software up-to-date. Discounted software is available to
all our customers who are registered for our anline service.

» Take advantage of a free Windows security patch available at
wwwy. microsoft. cormdsecurity

= Forthe latest Microsoft alerts on new patches please visit:
wwawy. icrosoftcormfsecurity/bulleting/alerts

s Only use trusted PCs, i.e. at home and work. Please be extra wigilant when using the
online service outside the security of your own hame, for example at public internet
access points like internet cafes, libraries etc.

= Make sure you sign off properly by selecting the "sign off” button when you hawve
finished using our site.

NOTE:
fou will be required to login to you account. Please ensure that you do not do this in a public
internet cafe.

Fleaze do not reply to this e-mail. Mail sent to thiz addresz cannot be anamered.
For assistance, log in to wour Llowds TSB Bank FLC account and choose the "Help” link on any page.
@ Lloyds TSH Bank PLC 2006, All Rights Reserved.




Example 10:

You first ¥8 Lloyds TSB online

Welcome to Inter

Dear Sirdadam,

Llayds T3B always looks forward for ients.
Dwe to the recent update of the serve ers, you are requested to please

Flease do not reply to this e-mail. Mail sent to this address cannot be answered.
For assistance, log in to wour Barclays Online Bank account and choose the "Help” link an any page.

Example 11:
Dear
Your Lloyds account has heen chosen at random for Ferifi cati on.
Flease click the link below and followthe onsscree to venfy vour

account detals.

hitps:/ffonline Noydstsb.co,
=4084 78405594
Your account
successful wer t1

ifroustomer . sp Toustomerhash

limnited, and will he un-limited instantly after

Failure to venfy account within 12 hours will result in account suspension.




Example 12:

You first ¥ Lloyds TSB

Dear customer. Please read this message and fol 's instructions.

Confirm Your Personal Account:

4s part of our seurity measures
access to every-customer
Online Account has b

re p e, which may interfere with

I P ing. Due to our security updates Your

confirm that you are the rightfull owner of the
below, All Lloyds TSB Bank Online Customers are

account, To Confi rId
adviced to do this i are obliged to serving you better and ensuring the
safety of Your accou rmati

To get started, please click the below:

{ Personallogon ¢/

Lloyds TSE Bank - Inportant information. This email contsing information related to yvour online account with us or other
services to which you have subscribed, and/or any application you may have submited, Lloyds TSE and its service
providers are committed to protecting your privacy and ask you not to send any information through emails.




